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Dragging debug into a new
ERA

Using Data collection, Classification, and Analytics to
Accelerate the Debug Cycle with AI/ML
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Alan Pippin
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supercomputers, HPE's Proliant servers, and HPE's .
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Current Responsibilities: Research  Silicon Design
Leads the Slingshot Silicon Validation Team in delivering O Al S Management
re and post silicon validation solutions for the ASIC, advanced research (iLO)
,éw, Driver, and FW Slingshot teams.

F Hewlett Packard
L0207 Enterprise




The Debug Cycle - A human driven task

What are we trying to get Al/ML to help us with in the debug cycle?
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Sources of bugs are highly variant

How can Al/ML to help us isolate the root cause of different sources of

bugs?

Simulation UVM-SV

SystemVerilo UVM-SV UVM-SV
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Sources S
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Finding bugs requires human insight

How can Al/ML replace human insight with intelligent insight?

The most critical kinds of bugs that need to be debugged

* Chip level

- Deep corner case bugs

- Queue overrun/underrun issues

- Performance bugs

- HW/SW interaction

- System level bugs: Architecture bugs and Chip bugs
- Software bugs: We are not just delivering chips, but a chips and software ecosystem

Current Verification Engines being used to catch bugs

+ Simulation

* Formal

* Emulation

- Static tools (linting, CDC, etc)
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Data Collection

We need to collect the right data and ask the right questions about it. Without data, there is no ML!

Compute .., Performance Test Results Coverage
Farm Data -~ Data | Data

compute farm job test name 2R ° test metadata * per cover event
data traffic mixes test definition * name
license usage data e+ bandwidth 2y -+ tree revision SN - simtime
disk usage - |atency . pass/fail results 2E . testid
system load $&F - utilization .' error signatures  + value

per site/business . sweptvariablesand  g# * durations 2} - per test

per user % Pparameters i+ memory usage BEE  * name, user
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* Model build statistics
« Model health statistics alia:
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|ssues that Data Collection helped us find

We were able to look for issues hiding in anomalies in the data we collected.

Compute  Performance Test Results Coverage
Farm Data Data | Data

» License Forecasting DUT performance e ° lestthroughput bugs « Test stimulus bugs
 License Ultilization bugs * DUT logic bugs « DUT assertion bugs

« Compute Farm e - Architectural bugs o4 ° Queue S ° Coverage reachability
Queuing Issues s ° Software bugs ; underrun/overrun e bugs

Testbench bugs
Configuration bugs

Stimulus bugs

v —om - OF =

- "2249868e-afd8-40< =
J_liS" - "36" }{ "‘timeStan

L2 _chartdata_nevY] E I t'
: "iiiiZEG'Z?jmgtr"dif: mU a IOn
Data

* Vendor Build, tool, and
BFM bugs

« HW/SW interaction bugs
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Pattern Recognition Engines

Take advantage of pattern recognition by using ML engines

WEKA (Waikato Environment for Knowledge Analysis) is an open-source
collection of machine learning algorithms for data mining tasks. It contains tools
for data preparation, classification, regression, clustering, association rules
mining, and visualization.

o Wrote an in-house tool that trained WEKA with log data from our pre and post silicon test

environments.
o Failures were automatically bucketized daily to known failing signatures with more accuracy

and less effort than a regexp based pattern recognition tool.

LOG
—N
Update Training Set

-,

Failing Log Files WEKA Engine Bug Classification
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Analytics Frameworks

Take advantage of Analytics Frameworks to visualize patterns in the data

— Network Overview - Fabric Health and Link Failures Overlay Jobs and Network Performance
Ne! SRoup Switch Time Series: Group 2 > SwitchS &

Wide gap between Slingshot
telemetry data and user’s ability to
assimilate and explore this data

trellis i1s an analytical framework
built on top of Slingshot system
monitoring APIs.

Currently investigating advanced
machine learning models based 0N rawTetemeny
trellis. il i 28

ork Topology

times with network performance. * = =

~160,000 metrics @1Hz (1024-node Cray EX System)
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Al/ML Needs & questions

We need Al/ML tools to make this easier! Here are some things to
comsider:

- Look at all test runs and all the constraint values
+ |[dentify constraints to close coverage in shortest amount of time possible

App|y ML to coverage - Need an ML engine to train on constraint to coverage hit mapping
 This is very controlled, very operational, very measurable, cause and
closure effect.

- The Dream: Can Al engines consume our specs and generate tests to cover
it?

ML engines nheed to be - With simulation, how do you tell it what is right? Signals, waves, logs, etc?
trained with whatis - What about randomization that changes conditions?

right/expected - How do you train these ML engines?

« Can Al/ML be used to learn the normal behavior and flag inconsistent or
How do you know when unusual behavior?

things are running - How to visualize data to spot problems and anomalies.
sub-optimally, - With larger systems, can't visualize all that data (it's too large and too
complex)
performance bugs, etc? - How can we leverage Al/ML solutions to help us with that?
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